Phoenix-RTOS operating system
the foundation for Distributed Multi Provider
Cloud-Edge-loT Continuum

The IPCEI-CIS project presentation

DU Phoenix Systems



D Edge-loT 0S market landscape
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D €xo-kernel and operating
systemin loT

= The operating system allows to run processes,
threads, advanced memory management, including its

effective sharing, provides the application
environment (e.g. POSIX), the ability to run multiple
applications, program separation and user interface

= Afterinitial attempts to create loT devices as simple
sensors with a bare-metal software architecture, it
was understood that this path did not lead to the
creation of intelligent devices = Exo-kernelis 10-15% of the functionality of the

operating system

= Exo-kernel (e.g. FreeRTOS, Azure RTOS) is a library

linked to the user application that provides basic * The greatest difficulty in implementing the operating
primitives such as interrupt handling, memory system for Edge-1oT is scalability

management, task scheduling, network stack, USB

stack, simple file systems * |tis necessary to enable edge processing directly on

the devices and to scale the functionality of devices
by installing user applications in the so called
Cloud-Edge-loT Continuum




Phoenix-RTOS
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= Phoenix-RTOS is an open-source scalable real-time operating system

for Edge-loT applications

= Microkernel architecture, compact, scalable from battery operated to
complex, multi-core loT devices

= Advanced resources partitioning enables Phoenix-RTOS based
appliance to run multiple (critical) applications on a single device

* Candidate for the global loT standard (implemented in 1.1M smart
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) Phoenix-RTOS-based frameworks

Phoenix-RTOS

« 000 » Complete Phoenix-RTOS-based design framework including software and hardware
modules (reference design, DCU application, PLC PRIME 1.3.6, 1.4, G3-PLC, IEEE
«@ » 802.15.4 communication stacks) enabling Smart Grid DCU development.

Phoenix-DCU
Complete Phoenix-RTOS-based design framework including software and hardware
@ D » modules (reference design, meter application with DLMS/COSEM, PLC PRIME 1.3.6, 1.4,
pu * » G3-PLC, IEEE 802.15.4, W-Mbus communication stacks) enabling Edge-loT smart meter

development.
Phoenix-SEM

r- -\ Triplicated autopilot based on Phoenix-RTOS including software and hardware modules
(reference design, pilot application, connectivity, optional DO-178C package) enabling
\. 'J certified UAV development (under development)

Phoenix-PILOT



D Phoenix-RTOS implementations (Smart Grid)
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Software defined
data concentrator

Software defined smart
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D Phoenix-RTOS implementations (Aerospace, DO-178C)

Software defined,
scalable autopilot for
certified UAVs

200 KB 200 KB 127 MB
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Phoenix-RTOS (D0-178C)

2x ARMv7 Cortex A7 + FPGA

|:| Critical applications |:| Regular applications |:| Non-critical applications



D Why Phoenix-RTOS is disruptive innovation?
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Phoenix-RTOS transforms
smart meters into Edge-loT
devices that communicate
with the cloud

Users are able to create
applications that allow to
manage power generators,
energy storage or household
appliances

This is a very important aspect
from the point of view of the
transformation of the energy
sector and the implementation
of the Green Deal assumptions



D besmart.energy - Edge-loT meter prototype

psh)% ps
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WAIT TIME VMEM THR CMD
356ms 11026:55 243K 1 [idle]
ims 0:00 (/] init
Ims 0:00 18.5K dummyfs
15ms 51 48.5K imxrt-multi
2ms X241 18K imxrt-flash
15ms 08 20.5K ad7779
3ms 49 9.5K oled-1280064B0
355ms 109 100K metersrv -u
Qus 100  9.5K hm hm@pshlogin
3ms :08 25.5K usb
3ms :36 13K usbacm
8ms :49 65.5K lwip pppos:/dev/usbacm®:up
2ms :54 43K gateway
Iims :00 33.5K pshlogin
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besmart.energy - Azure loT Hub integration

besmart - Visual Studio Code

File Edit Selection View Go Run Terminal Help
ouTPUT

« ouTPUT Azure loT Hub =  TERMINAL ] picocom ++ [ @
[IoTHubMonitor] Start monitoring message arrived in built-in endpoint for device [mydevice] S s Sy —
[ToTHubMonitor] Created partition receiver [0] for consumerGroup [$Default] oo oy Ceey JEeyaeiees
[IoTHubMonitor] Created partition receiver [1] for consumerGroup [$Default] open success!

[IoTHubMonitor] Created partition receiver [2] for consumerGroup [$Default] AT Tx: [AT.

[IoTHubMonitor] Created partition receiver [3] for consumerGroup [$Default] : result=[0K] data=[.
[ToTHubMonitor] [12:18:26 PM] Message received from [mydevice]: L
"Hello World from Phoenix-RTOS Besmart!" i [AT+CFUN=1] :

[IoTHubMonitor] [12:18:26 PM] Message received from [mydevice]: : result=[0K] data=[..0K..]

"Hello World from Phoenix-RTOS Besmart!" [AT"SYSCFGEX="0201" , 3FFFFFFF,0,1,800C5, , ]

[IoTHubMonitor] [12:18:26 PM] Message received from [mydevice]: : result=[0K] data=[..0K..

"Hello World from Phoenix-RTOS Besmart!" J [,AT*%G?CONT:;”I? nternet"]

[ToTHubMonitor] [12:18:26 PM] Message received from [mydevice]: : }:?Sngggf] ata=[..0K..

"Hello World from Phoenix-RTOS Besmart!" : result=[CONNECT] data=[..CONNECT 43200000.

[IoTHubMonitor] [12:18:26 PM] Message received from [mydevice]: ppp_connect

"Hello World from Phoenix-RTOS Besmart!" receiving

ppp_link status_cb: PPPERR_NONE
our_ipdaddr = 77.112.233.242
his_ipaddr = 10.64.64.64
netmask = 255.255.255.255

ppp_link_status_cb out

(psh)% date -s @1650881895

Mon, 25 Apr 22 10:18:15

(psh)% sysexec sample

Creating IoTHub Device handle

sending message 1 to IoTHub

Error: Time:Mon Apr 25 10:18:22 2022 File:/home/dloew/besmart/_build/armv7m7-imxrt106x-besmartl/azure_sdk/a
zure-iot-sdk-c/c-utility/adapters/tlsio _mbedtls.c Func:on io_recv Line:320 Tlsio Failure: encountered unkno
w connection issue, the connection will be restarted.

The device client has been disconnected

Error: Time:Mon Apr 25 10:18:22 2022 File:/home/dloew/besmart/_build/armv7m7-imxrt106x-besmartl/azure sdk/a
zure-iot-sdk-c/c-utility/adapters/tlsio_mbedtls.c Func:on_underlying io open_complete Line:195 Failure ssl
handshake -27648

Error: Time:Mon Apr 25 10:18:22 2022 File:/home/dloew/besmart/_build/armv7m7-imxrt106x-besmartl/azure_sdk/a
zure-iot-sdk-c/umqtt/src/mqtt_client.c Func:onOpenComplete Line:452 Error: failure opening connection to en
dpoint

The device client has been disconnected

sending message 2 to IoTHub

Sending message 3 to IoTHub

Sending message 4 to IoTHub

sending message 5 to IoTHub

(psh)% sysexec sample

Creating IoTHub Device handle

Sending message 1 to IoTHub

Sending message 2 to IoTHub

sending message 3 to IoTHub

Sending message 4 to IoTHub

sending message 5 to IoTHub

The device client is connected to iothub

Confirmation callback received for message 1 with result IOTHUB CLIENT CONFIRMATION

Confirmation callback received for message 2 with result IOTHUB CLIENT CONFIRMATION

Confirmation callback received for message 3 with result IOTHUB CLIENT CONFIRMATION

Confirmation callback received for message 4 with result IOTHUB CLIENT CONFIRMATION

Confirmation callback received for message 5 with result IOTHUB CLIENT CONFIRMATION

(psh)% Il
X P damianloew/azure_besmart* @ ®O0A 0 Azure:damian.loewnau@phoenix-rtos.com O Stop Monitoring built-in event endpoint $ Damian Loewnau, 2weeksago B Ln215,Col22 Spacess4 UTF8 LF C Linux A 0Q




IPCEI-CIS Project Work Packages




Phoenix-RTOS development roadmap

(3 t Grid o Phoenix-RTOS for Smart Grid / Smart Metering devices (PRIME,
mart uri v G3-PLC, IEEE 802.15.4, Wi-SUN, ZigBee, WMBUS stacks)

Phoenix-RTOS for aerospace (UAV's) - DO-178C DALA
certification package, advanced partitioning and ARINC 653
support

L 4

Smart Aerospace

Phoenix-RTOS supporting European space standards (ECSS),
Smart Space @= == == == == reference microsatellite platform (CubeSat), M2M/loT UHF
communication

e Phoenix-RTOS for e-automotive - IS0 26262 certification
Smart MObll'tV ——— package, AUTOSAR support

@ = —— Phoenix-RTOS for medical/bionics devices - IEC 62304
certification package

Smart Bionics

Smart Home @= == == == == New application environment (Python based), reference devices

Support for ultra low power M2M SoCs, new application
environment (Python based), reference devices

Smart Agriculture @ = -

Phoenix-RTOS with |1EC 61508 SIL 4 certification package, OPC UA

Smart Instrumentation = pport

T Framework for reliability assessment based on SWIFI technique -
— r
Enhanced reliability horizontal approach
et E i Zahen @ = —— Application execution environment and 0S Interface

standardization (ETSI) - horizontal approach



I Phoenix - WP1Smart Aerospace

* Commercialization phase 2028-2032

» Works - Phoenix-RTOS based software-defined
autopilot and communication for certified

unmanned aerial vehicles (UAVs)

» Qutput - EASA certification




D Phoenix - WP2 Smart Space

* Commercialization phase 2028-2032

» Works - Development of reference 1U
microsatellite platform based on Phoenix-
RTOS to be placed in orbit in cooperation
with ESA

» Qutput - ECSS certification package




D Phoenix - WP3 Smart Mobility

* Commercialization phase 2028-2032

» Works - Development of the autopilot
(software and hardware) with the resource
triplication dedicated to control vehicle

elements (autonomous driving integration)

» Qutput - 1S0 26262 certification

» Collaboration: Polonez concept EV car
made by FSO Syrena in Kutno



D Phoenix - WP4 Smart Bionics

* Commercialization phase 2028-2032

» Works - Prototype of the smart limb bionic

prothesis (software and hardware)

» Qutput - Compliance with the requirements
of the MDD directive (IEC 60601 standard)




D Phoenix - WP6 Smart Agriculture

» Commercialization phase 2026-2032

* \Works - Phoenix-RTOS adaptation to ultra low-
power M2M SOC devices with integrated LTE
Cat-M1/NB-loT and IEEE 802.15.4

communication

» Qutput - Prototype of the Agro Edge-loT low-
power Phoenix- RTOS based computer to control
animal /plant production with IEEE 802.15.4, LTE
M2M and satellite M2M connectivity

= Collaboration: Phoenix-RTOS based sensors

development and implementation with Andra
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Phoenix - WP7 Smart Instrumentation

Control/OT Enterprise/IT

Field/OT

End Node/OT

TCP/IP

PLC and DCS PLC and DCS ﬁ

TCP/IP

TCP/IP

Edge server

Legacy Connectivity
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Seamless, Edge-to-Cloud Connectivity

Commercialization phase 2028-2032

Works - Development and implementation of a control and
measurement device supporting OPC UA with industrial
partners

Output - Sensor Box (Phoenix-RTOS based)



D Phoenix - WP8 Phoenix-RTOS core

1F

Phoenix-RTOS

Commercialization phase 2026-2032

Works - Development works resulting in open-source release of Phoenix-
RTOS including partitioning mechanisms, build environment, applications
for orchestration and Edge-loT devices management

Output - Standardized foundation APl and cross-domain API extensions
for multiple industrial platforms



Edge-loT Alliance and it's connection to Gaia-X




D Edge-loT Alliance and it's connection to Gaia-X

Edge-loT Alliance in Brussels will be established to define and promote common
standards for Edge-loT operating system

https://edse-iot-alliance.org/

o~
SRR  J Edge-loT
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https://edge-iot-alliance.org/

